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P ublications

Global experience

The International Association of Oil & Gas Producers (formerly the E&P Forum) has 
access to a wealth of technical knowledge and experience with its members operating 
around the world in many different terrains. We collate and distil this valuable knowl-
edge for the industry to use as guidelines for good practice by individual members.

Consistent high quality database and guidelines

Our overall aim is to ensure a consistent approach to training, management and best 
practice throughout the world.

The oil and gas exploration and production industry recognises the need to develop con-
sistent databases and records in certain fi elds. The OGP’s members are encouraged to 
use the guidelines as a starting point for their operations or to supplement their own 
policies and regulations which may apply locally.

Internationally recognised source of industry information

Many of our guidelines have been recognised and used by international authorities and 
safety and environmental bodies. Requests come from governments and non-government 
organisations around the world as well as from non-member companies.

Disclaimer

Whilst every effort has been made to ensure the accuracy of the information contained in this publication, neither the OGP nor any of its 
members past present or future warrants its accuracy or will, regardless of its or their negligence, assume liability for any foreseeable or unforesee-
able use made thereof, which liability is hereby excluded. Consequently, such use is at the recipient’s own risk on the basis that any use by the 
recipient constitutes agreement to the terms of this disclaimer. The recipient is obliged to inform any subsequent recipient of such terms.

Copyright OGP

All rights are reserved. Material may not be copied, reproduced, republished, downloaded, stored in any retrieval system, posted, broadcast or 
transmitted in any form in any way or by any means except for your own personal non-commercial home use. Any other use requires the prior 
written permission of the OGP.

These Terms and Conditions shall be governed by and construed in accordance with the laws of England and Wales. Disputes arising here from 
shall be exclusively subject to the jurisdiction of the courts of England and Wales.
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Use of this document

Although companies should try to avoid the need for 
employees or security contractors to be armed, there 
are situations where fi rearms are appropriate. In such 
circumstances, it is important that clear instructions 
are given on how fi rearms and force should be used.

This document is being issued by OGP for informa-
tion purposes only, and members may refer to it and 
use it as they see fi t. This has been the approach taken 
in view of the widely differing legal, cultural, and 
political environments in which our members oper-
ate, and in the recognition of the fact that in many 
cases member companies are dependant for security 
on other companies, national oil or other companies, 
national government or other national bodies or forces, 
or others due to the above cited environments, or 
other legal, practical, or contractual reasons. There-
fore, the items mentioned below may or may not be 
feasable, or even advisable, depending upon a partic-
ular environment or situation in which the member 
operates.

These guidelines cannot, and do not attempt to, take 
any position on, or give advice to companies concern-
ing rules of applicable national or international law, 
not least because those rules will vary. Companies 
are strongly encouraged to obtain legal advice on the 
applicability and content of such law, including its 
application by the host country.

Summary
• The safety of all involved personnel is para-

mount.
• Minimise damage and injury and respect and pre-

serve human life.
• Security agreements should respect human rights 

and be consistent with the applicable legal princi-
ples.

• Alternatives to armed protection should be con-
sidered. When armed protection is necessary, con-
sider using host nation law enforcement.

• When a company has retained armed security, all 
those carrying arms on behalf of the company 
should be security professionals.

• If national forces of law and order are deployed 
in the protection of the company, and the com-
pany knows of past violations by such forces, the 
company should make efforts to include in any 
retention agreement that the national forces will 
respect international ethical standards.

Introduction

When it is determined there is a need for employees 
or security contractors to be armed, the following 
points should be considered. The possession of fi re-
arms can give a guard an exaggerated sense of secu-
rity, they can provoke violence by attracting armed 
response or the weapons themselves can become the 
object of theft. Weapons should be stored securely, 
marked and disposed of appropriately. On occasion 
weapons will need to be issued to staff for protec-
tion against animal attack. The principles herein 
apply equally in such circumstances.

As a general principle, it is preferable that it is the 
national forces of law and order that carry fi re-
arms to protect public order, including protection 
of personnel and assets of all citizens, residents and 
business entities. However, a company may be held 
accountable and its conduct and reputation criti-
cized by NGOs and the media for any incident 
with which it could be connected, regardless of its 
actual or legal control of the situation or of the 
involvement of national forces of law and order or 
security contractors.

Where fi rearms and/or force are employed by 
armed security guards (including body-guards), all 
should agree to abide by applicable law.

It may be desirable for companies to show that 
when they have entered into contracts with national 
forces for security protection, efforts have been 
made to include in these agreements that the 
national forces comply with the international ethi-
cal standards.

The carriage and deployment of fi rearms by com-
pany personnel should be approved by manage-
ment and their necessity reviewed periodically.

Before using fi rearms, other avenues should be 
evaluated. These avenues may include the use of 
non-lethal or incapacitating weapons with a view 
to reducing the chance of death or injury. Note, 
however, that some non-lethal weapons may put a 
guard at increased risk since he may have no way 
of eliminating the threat. Similarly, good physical 
security and other deterrents and the issue of pro-
tective equipment and vehicles may also reduce the 
need to use weapons of any kind.
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Considerations regarding the use of 
firearms and force

• Before fi rearms are carried by non-government per-
sonnel, i.e. company or contractor staff, an assess-
ment of the threat should be made.

• Non-violent means should be considered.

• Firearms should only be deployed after a determi-
nation is made that they are needed.

• The use of fi rearms should be exceptional, and pro-
portionate to the legitimate object to be achieved.

• Efforts should be made to minimise damage and 
injury, and to respect and preserve human life.

• Assistance and medical aid should be rendered to 
any injured or affected persons, including offend-
ers, unless doing so would subject other personnel 
to risk of injury.

• Relevant authorities should be informed.

• Firearms should be held and used in respect of the 
laws of the host country and applicable interna-
tional standards.

• A full report of an incident should be rendered 
promptly to line management.

• Security contractors should be properly trained and 
screened to avoid engaging personnel with criminal 
records.

Users of firearms

If the carriage and deployment of fi rearms is consid-
ered to be necessary, consider calling for those who are 
authorised to carry weapons to:

• be licensed, trained and tested, including periodic 
re-training and range practice. Selection criteria 
should include a background check of a candidate’s 
work history and criminal record, to the extent 
practical;

• be given instructions (e.g. suggested rules of engage-
ment below) on how force, which could lead to seri-
ous injury or loss of life, should be used;

• be made aware of their possible personal legal 
accountability under the relevant laws; and

• be given an appropriate type of weapon and ammu-
nition for the circumstances.

Use of firearms

‘Rules of Engagement’ is a term applied to guidelines 
concerning the deployment and use of fi rearms given to 
military, police and other legally authorised bearers of 
fi rearms; they were originally developed in a military 
context but have since been adopted as reasonable con-
duct by police and other legally authorised bearers of 
fi rearms.

Example rules of engagement are included in Annex A, 
which may be considered for inclusion in retention con-
tracts between company and contractor. These are not 
fi rm rules, but illustrate acceptable practice, because 
situations and environments vary. Therefore, these are 
presented as points to consider only.
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The storage of firearms

Applicable legal requirements concerning storage of 
fi rearms and ammunition should be observed. To the 
extent consistent with such law, private security con-
tractors may wish to consider:

• all fi rearms should be licensed by the appropriate 
authority;

• the serial and licence numbers of fi rearms should be 
recorded against the name of the persons holding 
them and a permanent record maintained of their 
issue;

• when not in use all weapons should be locked in 
a suitable gun safe/armoury and the key properly 
safeguarded, and the location included in the secu-
rity plan;

• spare ammunition should be kept in a safe;

• where practical, weapons should be ballistically 
tested and this evidence should be made available 
to any enquiry. Records should be held in duplicate 
at an appropriate location.

Additional considerations for armed private security 
contractors are specifi ed in Annex B, and may be 
considered for inclusion in specifi c retention contracts 
between company and contractor.

The issue of firearms

Applicable legal requirements concerning issue of fi re-
arms and ammunition should be observed. To the 
extent consistent with such law, private security con-
tractors may wish to consider:

• suffi cient appropriate quality ammunition is availa-
ble and a specifi ed amount issued for each weapon. 
Ammunition should be replaced and disposed of 
periodically as conditions cause deterioration;

• the issue of ammunition should be recorded;

• fi rearms should only be issued to those people who 
have been trained and selected as fi t to use them. 
Training should also include rules of engagement 
and safe handling and cleaning of weapons;

• refresher training and testing should take place 
periodically with the issued weapons;

• there should be written guidelines about opening 
fi re (see example Rules of Engagement above and 
Annex A);

• there should be written instructions as to when fi re-
arms may be carried off duty;

• the instructions given in Annex A should be carried 
by each security professional for ease of reference in 
action;

• weapons be carried in a ‘safe’ condition, and, where 
operationally practical, with no round in the breech 
until they need to be fi red.

Bibliography

• UN Basic Principles on the Use of Force & Fire-
arms by Law Enforcement Offi cials.

• UN Code of Conduct for Law Enforcement Offi -
cials.

• International Human Rights Standard for Law 
Enforcement.
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Annex A – Example rules of engagement1

In all situations, use the minimum force necessary.
Firearms should only be used with restraint and as a 
last resort in proportion to the offence and the objec-
tive to be achieved and when there is a direct threat to 
life.

Firearms should always be made safe and carried in a 
‘semi-loaded position’: that is, no live round immediately 
ready to fi re and the safety-catch in the safety position. 
It is appreciated that the design of some fi rearms will not 
permit carriage in the ‘semi-loaded’ condition (e.g. some 
types of shotgun). In such circumstances the fi rearm may 
be carried ‘loaded’. With such fi rearms it is vital that the 
safety-catch is applied. Firearms without a fi tted safety-
catch must not be carried.

Challenging

A challenge - or warning - must be given before 
opening fi re unless :

• to do so would increase the risk of death or grave 
injury to you or any other person,

or
• you or others in the immediate vicinity are under 

armed attack and there is no other way to pre-
vent the danger.

You are to challenge by shouting ‘Stop or I’ll fi re’, or 
words to that effect.

Opening fi re

You may only open fi re against a person if he/she 
is committing or about to commit an act likely to 
endanger life or serious injury, and there is no other 
way to prevent the danger. 

The following are some examples of such acts:

• fi ring or about to fi re a fi rearm;

• planting, detonating or throwing an explosive device 
(including a petrol bomb);

• deliberately driving a vehicle at a person, where 
there is no other way of stopping him/her;

• attack by other life-threatening weapon (e.g. knife, 
machete, syringe)

If you have to open fi re, you should:
• fi re only aimed shots at the centre of the body to 

stop the attack
and

• fi re no more rounds than are necessary to elimi-
nate the threat

and
• take all reasonable precautions not to injure 

anyone other than your target.

After opening fi re

Any use of fi rearms must be reported and investi-
gated without delay.

Example general rules of engagement for individuals authorised to carry firearms

Guards should be issued with pocket-sized cards with the 
requirements for the use of force and rules of engagement 
in their own language and if necessary supported by dia-
grams.

1 Subject to legal advice upon applicable law
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Annex B
Suggested standards for carriage and

use of fi rearms by contractors1

Criteria to identify the individual’s suitability to carry and use fi rearms
• No criminal record.

• A minimum defi ned educational standard.

• Free of alcohol (8 hours before duty) or drugs, including specifi ed medical drugs.

• Initial and periodical follow-up medical and psychological examination by an approved organisation.

• Trained to the appropriate standard and assessed as competent.

Defi ned safety and maintenance rules for both fi rearms and ammunition
• Firearms should always be carried ‘made safe’ and in a ‘semi-loaded’ condition, i.e. no live round immedi-

ately ready to fi re and the safety-catch in the safety position.

• It is appreciated that the design of some fi rearms will not permit their carriage in the ‘semi-loaded’ condition 
(e.g. some types of shotgun). In such circumstances they may be carried ‘loaded’. With such fi rearms it is 
vital that the safety-catch is applied. Firearms without a fi tted safety-catch should not be carried by civilian 
security guards.

• Handguns should be carried in a holster and long-barrelled fi rearms with a sling around the shoulder; addi-
tional ammunition should be carried securely in a magazine or suitable container.

• Firearms should be clean and fully functional at all times.

• Ammunition should be serviceable. Ammunition that has been loaded regularly on a fi rearm should be 
disposed of after a maximum of one year (e.g. used for live fi ring training).

National, provincial or local government authority
• Offi cial written authority or licence for a company to employ armed guards which includes the national 

regulation on which the authority is based and the types of fi rearms and ammunition that can be carried.

• Offi cial written authority or licence for each individual guard to carry and use a fi rearm, specifying the type 
of fi rearm and ammunition to be held.

• Copies of the written authority or licences should be kept.

Defi nition of fi rearm type, and type and quantity of ammunition
• Preferred types of fi rearms are low-velocity handguns or shotguns, fi tted with a safety-catch.

• Ammunition should be of a standard type; special ammunition (e.g. hollow point and armour piercing) is 
forbidden under all circumstances.

• The quantity of ammunition that is carried by the individual should be proportional to the task and role of 
a civilian security guard.

• Firearms and ammunition should be carried overtly but in a non-threatening way, and only by uniformed 
guards.
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1 Subject to legal advice upon applicable law

Annex B (continued)

Defi ned custody, issue and return procedures for both fi rearms and ammunition
• Weapons should not be held by off-duty personnel unless there are extenuating circumstances.

• Firearms which are not in use should be stored in a locked steel container or armoury in an ‘unloaded’ condi-
tion, i.e. no round or magazine in the fi rearm. Ammunition should be securely stored separately.

• The container or armoury should be designated secure, including key control procedures, by a security pro-
fessional

• Records should be kept of the serial numbers of all fi rearms and the quantity/type of ammunition held.

• Registers of issue and return of fi rearms and ammunition should be kept, including the name and signature 
of each individual, the serial number of the fi rearm and the quantity of ammunition.

• Ammunition should always be counted and the number checked during the issue and return procedures.

• A loading/unloading bay that would stop any round accidentally fi red into it is required at the point of issue 
and return of fi rearms and is to be used for every loading/unloading operation.

• Weapons will be destroyed when no longer required or unservicable.

Training standards, records and individual certifi cation of competence
• Standards for training frequency, type of fi rearms, amount of ammunition to be fi red and distances to be 

practised at are to be defi ned.

• Training should include theoretical instruction on the use of force and the rules of engagement.

• Training should include situations where the knowledge of the rules of engagement can be practised and 
tested (e.g. include ‘shoot’ and ‘no-shoot’ scenarios).

• Standards of competence are to be set and regularly tested in training.

• Individual training records are to be held by management.

• Consequences of not meeting the training standards must be enforced.

• Individual certifi cates of competence, which must be updated after each training session, are to be held by 
management.

• During training, adequate ear protection must be used.

Incident reporting and investigation procedures
• All fi rearms discharges (accidental, negligent and deliberate) should be reported at a suitable and identifi ed 

level in the company and, if required, to the Law Enforcement Authority who has issued the authority or 
licence.

• Irrespective of a potential investigation by the Law Enforcement Authority, the company should investigate 
any incident, with the help of the relevant company professional security adviser.
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What is OGP?

e International Association of Oil & Gas Producers encompasses the world’s leading 
private and state-owned oil & gas companies, their national and regional associations, and 
major upstream contractors and suppliers.

Vision

• To work on behalf of all the world’s upstream companies to promote responsible and 
profitable operations. 

Mission

• To represent the interests of the upstream industry to international regulatory and 
legislative bodies.

• To achieve continuous improvement in safety, health and environmental performance 
and in the engineering and operation of upstream ventures.

• To promote awareness of Corporate Social Responsibility issues within the industry 
and among stakeholders.

Objectives

• To improve understanding of the upstream oil and gas industry, its achievements and 
challenges and its views on pertinent issues.

• To encourage international regulators and other parties to take account of the 
industry’s views in developing proposals that are effective and workable.

• To become a more visible, accessible and effective source of information about the 
global industry, both externally and within member organisations.

• To develop and disseminate best practices in safety, health and environmental 
performance and the engineering and operation of upstream ventures.

• To improve the collection, analysis and dissemination of safety, health and 
environmental performance data.

• To provide a forum for sharing experience and debating emerging issues.
• To enhance the industry’s ability to influence by increasing the size and diversity of 

the membership.
• To liaise with other industry associations to ensure consistent and effective approaches 

to common issues.
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